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Abstract:

This paper explores the current types of telehealth systems in use, the unique security challenges faced,
the impacts of security breaches, and methods to mitigate security threats in order to provide greater
patient safety and data integrity. Despite being around for three decades, telehealth has recently gained
considerable popularity and acceptance due to the rising cost of healthcare and the increasing demand for
home-based care. However, the rapid advancement of technology has outpaced the development of
necessary policies and standards to ensure the utmost security and privacy of both patients and providers
[1]. Thus, the healthcare reform implemented is expected to further drive the significant growth of
telehealth in the coming years. The analysis unequivocally highlights the groundbreaking and
transformative potential of telehealth in enhancing access to care and improving patient outcomes. The
immense value that telehealth brings to the table cannot be overstated. By addressing the existing
challenges, capitalizing on emerging opportunities, and adopting a patient-centered approach, telehealth
has the power to revolutionize the field of healthcare on a global scale. Therefore, all stakeholders, including
healthcare providers, policymakers, researchers, and technology developers, are strongly encouraged to
remain adaptable, innovative, and proactive [1]. It is only through their collective efforts that the full
potential of telehealth can be unlocked, leading to a future where accessible and high-quality healthcare is
available to all individuals, regardless of their geographical location or socio-economic status. The
advancement of technology in this sector has further enhanced the capabilities of remote healthcare
services but has also increased security risks due to the large amount of personal and health information
stored on electronic systems. Adherence to system safety, security, integrity, confidentiality, and patient
safety is a crucial goal and challenge in this rapidly evolving field.
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1. Introduction

With the advancement of technology in the contemporary world, it has become so convenient for individuals
across the globe to go online to communicate with others, manage bank accounts, pay bills, purchase
items, and perform countless other tasks. Although the ability to perform these tasks virtually has made
things much more convenient, it has also opened a window of opportunities for malicious computer hackers
to employ a series of technologically advanced methods to access personal data recorded within
organizational databases. This, in turn, has created an increased threat to information security [3,4].
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Telemedicine is the application of electronic communication between a patient and a doctor, by doing this
they could get care and consultation without visiting a health-care facility. One of the services of
telemedicine is tele-psychiatry, a form of telemedicine which guarantees consultation for psychiatric needs
of a person by using several forms of communication such as phone, text, video call and others. The spread
of the pandemic forces psychiatrists to avoid face-to-face consultation, this makes the demand for
telepsychiatry keep growing. Although tele-psychiatry is an effective way to prevent and have a
consultation, it could not be separated from a cyber-security threat [4]. Tele-psychiatry services usually
use a messaging or video call app, this messaging or video call has a possibility to be intercepted by
irresponsible parties. These intercepted conversations could be used in an irresponsible way, and it could
harm the patient and the psychiatrist.

Telemedicine or remote healthcare is the provision of clinical health services and education by means of
electronic information and telecommunications technologies from a distance. It covers a wide variety of
areas such as telemedicine where patients can go to their doctor online, monitoring their health remotely,
tele-consults, etc. Telehealth has significantly changed the shape of healthcare by increasing access to
care, enhancing patient outcomes, and increasing efficiency in healthcare supply. Telehealth
implementation did indeed revolutionize the way patients are treated by healthcare providers. The use of
most advanced technologies, including cloud data storage and advanced software systems, can facilitate
providing quality healthcare services even in remote areas. On the one hand, these technologies are both
very beneficial to us, however, online security risks are also the price of usage of the systems. Security
breaches over cyberspace pose a great danger to telehealth services and may cause more damage than
physical attacks. The weaknesses of cloud data storage and software systems make them an attractive
target for cyber criminals who wish to steal sensitive patient information. These consequences can be
serious, ranging from legal repercussions, identity thefts, to loss of intellectual property. Moreover, data of
telehealth patients can be easily exposed to unauthorized users if service providers don't take proper
measures to protect them.

Frequency of Cybersecunty Incidents in Telehealth Services
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Figure-1 Cybersecurity Incidents in Telehealth Services

Implementing a comprehensive cybersecurity strategy is crucial to safeguarding telehealth services and
protecting patient data. It is not enough to simply install a firewall and consider the job done. Cybersecurity
is an ongoing operation that requires constant vigilance and maintenance. Regular preventive measures
must be taken to identify and address vulnerabilities before they are exploited by malicious actors. It is
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essential to stay updated with the latest cybersecurity practices and technologies to effectively safeguard
telehealth systems [7]. Furthermore, data backups play a crucial role in ensuring the integrity and
availability of patient data. Regular backups should be performed to mitigate the potential damage of data
corruption or loss. By having up-to-date copies of patient data, healthcare providers can quickly recover
and restore information in the event of an unforeseen incident.

This significantly reduces the risk of incorrect treatment due to compromised or missing data. Investing in
the right people and providing adequate training for cybersecurity is of paramount importance. Skilled
security staff who possess an intricate understanding of telehealth systems are essential in identifying and
mitigating risks effectively. In some cases, security consultants may need to be employed to provide
specialized expertise. Furthermore, the adoption of security software and practices such as regular data
encryption is vital to ensure data protection [1]. Encryption serves as a safeguard during the transmission
of patient data between telehealth systems. By converting plaintext data into ciphertext using complex
algorithms and encryption keys, the information becomes unreadable to unauthorized individuals. This is
particularly important when patient data is transmitted over open networks, minimizing the risk of
interception and unauthorized access.

2. Research Problem

The main research problem addressed in this review is the issue of information security which must be
considered in the implementation of telehealth services. While cybersecurity may appear daunting, the
consequences of failing to protect patient data can be severe. A data breach not only compromises the
privacy and well-being of patients but also poses a considerable financial and reputational risk to healthcare
providers. It is critical that telehealth accommodate the degree of confidentiality of the patient’s data by
taking full measures to prevent breaches and online security challenges [7].

Telehealth is the application of telecommunications and information technology for the delivery of
healthcare services remotely. This involves the exchange of medical information from one site to another
through electronic communications to improve patients' health status. The exchange can occur in real-time,
such as with a phone call or computer online chat, or through a delayed way, such as email between
provider and patient. Regular audits and risk assessments of telehealth systems are crucial measures in
identifying potential vulnerabilities and enhancing cybersecurity measures. By proactively evaluating the
security gaps within the system, healthcare providers can implement appropriate controls and safeguards
to prevent cybersecurity breaches. With telehealth, a medical professional can evaluate, diagnose, and
treat patients without the need for an in-person visit [8].

This is quite useful in providing convenience for both the patient and the healthcare provider. Due to the
nature of telehealth, it generally involves transmitting sensitive medical information and is often meant to
reach patients located in rural areas or those who are in underprivileged communities. Given the nature of
cyber-attacks and the increased vulnerability of data traveling through cyberspace, telehealth services open
an increased window for potential cybersecurity breaches. This will be a serious issue if telehealth is to be
implemented to improve and provide the best possible healthcare on a global scale.

3. Literature Review

A. Telehealth
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It is evident that healthcare provision is reliant on the management and processing of information, and
thus there is a need to safeguard the confidentiality and integrity of patient information. The most direct
and significant threat to the privacy of a patient's personal health information is unauthorized access or
disclosure. Movement of health data between stakeholders, whether it be at a local, national, or global
level, increases the risk of privacy violations and requires effective security measures to reduce such risks.
Data privacy concerns are one of the more prominent deterrents within the healthcare industry in adopting
telehealth services.

Telehealth has been encouraged and facilitated as an important and feasible means to increase access to
healthcare services nationwide. The potential cost savings of telehealth in terms of travel costs, time off
from work, and the ability to monitor chronic conditions may be reflected in the economic viability of
telehealth. Accessibility to healthcare services and record keeping are severe issues for remote or rural
areas [9]. Telehealth can provide methods to improve public health by increasing the outreach to those
who may otherwise not receive sufficient medical attention. Some examples of this include the widespread
use of mobile phones and the internet to communicate with patients and the application of telemedicine to
connect specialists with general practitioners in an effort to improve treatment.

Correlation Between Cybersecurity Challenges in Telehealth Services
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Figure-2 Correlation Between Cybersecurity Challenges in Telehealth Services
B. Telehealth Adoption

In the past, telehealth was utilized to connect rural individuals to healthcare services, as well as for
conferencing between medical professionals. These traditional applications of telehealth were implemented
through private networks for the most part. The recent emergence of the internet has led to a new
generation of telehealth. New telehealth services are now interactive, involving real-time two-way
communication between patients and HCPs as well as videoconferencing between HCPs [9,10]. These
services are provided by commercial vendors, but also directly to patients by healthcare providers. In the
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wake of the COVID-19 pandemic, there has been a large surge in direct-to-consumer telehealth services,
as it complies with social distancing and reduces the risk of virus exposure. While these changes in
healthcare provision have clear benefits, there are also some notable downsides, with one of the most
pressing being the security of patient information. Given that telehealth is reliant on the processing and
transmission of health information, often of a sensitive nature, it is crucial that we identify and mitigate the
cybersecurity challenges it faces [10]. Failure to do so will compromise the privacy and integrity of patient
information, and in turn, public trust in telehealth and the quality of care it provides.

C. Data Privacy Concerns

One of the recent steps to prevent unauthorized access to PHI is a push for encryption of all data.
Encryption is the process of encoding data that only authorized parties can access it. In the case of
intercepted data, encryption renders the data useless to unauthorized parties as they would be unable to
decode and read the information. Encryption is currently a standard practice in e-commerce and is said to
be the most effective security safeguard in all types of security. The US government has caught on to this
and there is now a huge push for widespread encryption of all PHI [10]. The Health Insurance Portability
and Accessibility Act (HIPAA) has deemed 2015 as the target date for all patient medical records and
physician communications to be converted to the electronic format. This act has created an unprecedented
demand for encryption technologies in order to secure the massive amount of electronic PHI. While
encryption is a savior to data security, it is not without its own issues. The biggest concern is key
management, as a loss of keys can mean a loss of access to data. This can be a major issue with older
data and system upgrades. Another issue is the use of cloud storage for PHI. In this case, third-party
vendors are responsible for storing the encrypted data. While it may seem safe, recent events have shown
that cloud storage is a prime target for hackers. A great example is the recent breach in Apple's iCloud
where unauthorized access to celebrity photos was obtained [10]. This event created skepticism over the
safety of the cloud, and it is clear that rigorous encryption is only the first step in securing PHI stored with
cloud third-party vendors.

The issue of data privacy concerns is intrinsically tied to personal health information (PHI). PHI is defined
as information about health status, or healthcare that is personally identifiable. Although this may seem
straightforward, the definition can be quite complex especially in telehealth and other technology- based
healthcare services [12]. In order for telehealth to be a viable alternative to in-person healthcare, PHI must
be recorded and stored electronically. This creates a new realm of privacy concerns, as data that was once
stored in locked file cabinets now can be potentially accessed from around the world. The internet and
various databases have revolutionized the availability and flow of information. While this may be seen as a
benefit to accessibility to information, it poses a substantial increase in the risk of unauthorized access to
PHI. In a study by Doherty and Fulcher, data security was rated as a key concern by telehealth practitioners.
This concern was highlighted by an incident in the UK where a provider was ordered to stop using email to
send appointment reminders to patients because it potentially violated data protection laws. This type of
scenario has become all too common as hackers have shown that they can easily infiltrate standard email
and obtain unencrypted PHI [13].
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Distribution of Data Privacy Breaches by Type in Telehealth Services
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Figure-3 Distribution of Data Privacy Breaches by Type in Telehealth Services
D. Authentication And Access Control

Authentication techniques are deemed as a first line of defense against potential security threats as it will
ensure that only legitimate system users will have access to the system. It is crucial to have strict access
control on healthcare information as leaking of sensitive data can damage the reputation of the patient, as
well as the providers involved. The most basic form of authentication would be user IDs and passwords.
However, the assumption of modern technology claims that it is unreliable as it can be easily forgotten,
stolen, guessed, and can be misused by others [13,14]. A single security breach can put an organization
and its clients at risk of identity theft. Hence, stronger forms of authentication such as smart cards,
biometric systems and digital certificates are recommended for guaranteeing the proper identification of
an individual before access to specific information is allowed. In consideration of the cost of these
authentication methods, the value of healthcare information being protected should be weighed against
the cost of the authentication solution and the potential loss if the information is compromised [14]. The
decision of which level of authentication is implemented will be heavily dependent on this comparison.

E. Secure Communication Channels

Telehealth has the potential to make healthcare more convenient and efficient, especially considering the
growing population of the elderly and limited healthcare workforce. However, the ability of patients to
engage with the healthcare system from remote locations presents privacy concerns with respect to the
transmission of personal health information over the internet. Security for telehealth systems is a critical
requirement, and an area that has not received the attention it deserves. User authentication and access
control mechanisms have been the focus of several studies [15]. These are important for ensuring that
data is accessed only by authorized individuals. However, there are many different ways that data can be
communicated between healthcare providers and the patient, and potentially between different members
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of the care team. Each of these communication methods has different security implications, particularly
with respect to encryption, but this is an area that has received little attention in the telehealth literature
to date. The wide variety of technologies and terminologies used in telehealth make understanding the
security risks associated with each a difficult task [15]. An example is a recent study on the potential use
of mobile phone messaging applications for telehealth. While it was found that this technology has great
potential in resource-poor settings, little consideration is given to the potential risks of using widely available
messaging platforms that were not designed with security as a primary concern.

F. Vulnerability Assessments

Another benefit of vulnerability assessments is that it provides an objective basis for comparing security. It
is more cost- effective to test the telehealth system for vulnerabilities than it is to become aware of security
problems through an actual security breach. If a vulnerability assessment is done correctly, it will save an
organization money in the long run by identifying problems early on. This means that at the present time,
it will also heighten the protection of client data. Security breaches often occur because the security
measures are able to be bypassed by hackers. The client's trust in services is thus maintained if their data
is kept safe [16]. The work conducted by the assessors will result in documentation detailing issues with
the telehealth system, providing guidance on how to best address the issues to increase security. There
are several reasons as to why vulnerability assessments are important for telehealth services. Firstly,
vulnerability assessments assess for weaknesses in the telehealth system that, if not fixed, can lead to
security breaches resulting in damage to the organization. It also assists in reducing the possibility of a
data breach. Data breaches can be costly and devastating to an organization. It examines security
weaknesses in the information system that could be exploited to the detriment of the information resources
[16]. Vulnerability assessment is an important step in ensuring that the telehealth services provided are
secure from any security breaches and maintaining client trust in the services offered. It is used to identify,
quantify, and prioritize the vulnerabilities in a system. The assessment provides a base on which to build a
strong security program. The results of the assessment allow an organization to see the vulnerabilities in
their system and then take the proper measures to fix the vulnerabilities.

Distribution of Vulnerability Scores in Telehealth Services
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Figure-4 Distribution of Vulnerability Scores in Telehealth Services
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G. Regulatory Compliance

Unfortunately, even with the best intentions, the laws regarding technology used in healthcare are often
muddy and ill-defined and sometimes apply only to certain states or locales. Johnstone et al. noted the
significant lag time in legal and regulatory information as compared to the fast pace of technological
development, and that confusion is echoed by Whitten and Price, who state that the dispersed nature of
telehealth regulation could prove to be a major barrier for telehealth utilization. In a study of telepsychiatry,
which has its own set of regulations apart from the general telehealth umbrella, Shore et al. found that
many participants were unaware of existing regulations and instead relied on their own judgment to
determine what was appropriate practice [17]. This demonstrated lack of awareness can be dangerous and
potentially damaging, so it is necessary for telehealth practitioners to be proactive in seeking out up to date
information on regulations and translating that into clear policies and practices for their organization.
Essentially, the ideal is to have regulations that are telehealth-specific, clearly defined, and consistent
across different regions and states.

Regulatory compliance involves the actions taken by an organization to abide by established laws,
regulations, standards, and guidelines relevant to its operations. Those in telehealth must be aware that in
addition to U.S. federal and medical regulations, they must also consider privacy and security regulations
that pertain specifically to data and technology.[17] A few examples of data privacy regulations are the EU
Directive on Data Protection, and a U.S.-based Health Insurance Portability and Accountability Act. Failure
to comply with HIPAA regulations can result in civil and criminal penalties, which would be
counterproductive if they occurred in the midst of efforts to cut costs and expand service through telehealth.

4. Significance and Benefits

The importance of the cyber security challenges resolution involves competing as telehealth grows in the
United States. Telemedicine guarantees many advantages among which are decreased healthcare costs,
increased access to healthcare, and improved patient experience. At the same time, the widespread
adoption of telemedicine potentially creates a vulnerability in the confidentiality of data. The platforms of
telehealth can be considered the channel through which cybercriminals have access to sensitive patient
information like data breaches and ransomware, creating chaos on patient confidentiality and trust in the
healthcare system. What we must undertake without a doubt is to have cutting-edge cybersecurity
measures and this will be instrumental to prevent these risks and protect the services of telehealth [18].
Furthermore, privacy purposes and patients’ trust in healthcare professionals’ competence are undermined,
as it is crucial to protect the quality and constancy of healthcare services. Telehealth is an important factor
in increasing the quality of health care and can help with remote monitoring of chronic diseases, timely
interventions of ailments and management of illness. The fact is that without good cybersecurity in place,
these technologies might be jeopardized by data breaches and system vulnerabilities. In the age where
healthcare data is a desirable target for cybercriminals, securing the privacy of patient data when using
telehealth platforms through ensuring integrity and data security makes it possible to maintain privacy
without causing disruption to patient care [19]. Although the large-scale acceptance of telehealth for the
delivery of healthcare greatly relies on ensuring the patient has trust in technology. Patients need to be
guaranteed that their health information is shielded from any unauthorized access or misuse. Healthcare
institutions that implement strategies to overcome cybersecurity issues show that they value protecting
private information and the safety of patients. It will raise the level of patient involvement and satisfaction
with telehealth services. Additionally, strong cybersecurity measures can boost the image of telehealth
providers and be part of the job to strengthen the health care system through resistance to cyber threats
that keep changing.
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5. Future

In the future in the United States of America, telehealth is going to serve as an essential component of
healthcare delivery, steering on revitalized solutions that target various concerns including accessibility and
healthcare challenges like disparities. The advancement in telehealth technology, which is being
incorporated into existing healthcare systems, makes the demand for a wide range of cybersecurity
solutions never ending. Investments in encryption, multi-factor authentication and regular security audits
are the stalwart against the boundaries of cyber-attacks and arm cyber-criminals with their growing
repertoire [20]. In addition, regulations will need to evolve along with technological advancements and the
changing security landscape. Preserving patient’s data by enforcing stringent security norms and holding
the person responsible for breach to telehealth providers accountable is the need of the hour to maintain
the trustworthiness of telehealth services[20]. Cybersecurity needs to be prioritized in telehealth design,
but without sacrificing any amount of privacy and trust among patients. Seizing this opportunity is not only
ensuring the future success of telehealth but also shows the dedication to plowing ahead with the mission
to make such equitable access to quality healthcare become a reality for all Americans.

6. Conclusion

The main focus of this review is the cyber security roles in telehealth and its challenges. Due to the rapid
development of telemedicine, there is very sparse information on the status and types of security and
confidentiality breaches in telehealth services today. Further research is required to investigate these
problems in more detail. We believe that the current pandemic has greatly accelerated the utilization of
telehealth services, and post-pandemic use will be even higher. This presents an opportunity to nip these
cybersecurity-related problems in the bud, rather than attempting to fix them once they have become
widespread issues.

Through telehealth services, patients can essentially bring their medical information and even the potential
for diagnosis at a remote site. This makes the need for security and confidentiality all the more important.
Should it become known that a particular health plan has a history of leaking information in these remote
exchanges, patients will border on reluctance and refusal of participation. Although the HITECH Act has
proved to be successful in improving and enforcing security and confidentiality standards in health plans
today, we must ensure that any further advancement does not reverse this positive progress. It is clear
that advancements in technology have influenced the healthcare industry, and telehealth services are a
product of that influence. While telehealth services make it easier for patients to receive and share medical
information, make appointments, and get appropriate care from the convenience of their home, there are
potential cybersecurity issues related to these remote services. During the course of our presentation, we
emphasized that while IT technology, by way of electronic health records and internet use, has indeed
brought about many positive changes to the healthcare industry, it has also created many security and
confidentiality problems. Telehealth services are an extension of IT technology and thus have inherited
these security and confidentiality problems.
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